











(4) Monitoring of radio services.

Our defence is security of information.
b. Sabotage. Such acts of sabotage as:

(1) Unofficial strikes in industry.

(2) Bad workmanship.

(3) Destruction of raw materials.

Our defence is security of material.

¢. Propaganda., Propaganda aims at undermining the morale of both
civilian and service personnel alike by:

(1) Spreading alarm and despondency.
(2) Spreading lies.

(3) Distorting the truth, suppressing the truth, a cunning
mixture of truth and lies.

Our defence is security of personnel.

PREVENTION OF INDISCRETIONS

8. There are two ways of stopping the leakage of information due to
carelessness or lack of thought:

a. By security education.

b. By disciplinary action.
9, Naturally the former is the more desirable method, but remember, the
authorities are determined to punish loose talkers and writers with the
utmost severity. During the war, it may even be necessary to put an offender

against a wall and shoot him in order that his fate may serve as a warning to
others.

CAUSES OF INDISCRETION

10, Other than direct and deliberate espionage, there are four main causes
why informetion is given aways:

a. Conceit. Do not boast or shoot a line about any military infor-
mation you may learn in the course of duty, or get to know accidently.

b. Faith. A secret must only be shared with those who have to know

it in the course of their duty - and with no one else. However well

you may know a person (even a close relative) it is absolutely no excuse
for telling them information to which they are not entitled. It is not
the fact that they might betray their country but that they might pass on
the knowledge in 2 moment of thoughtlessness, or without realising the
importance, and the danger, of what they are saying.
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c. Enthusiasm. We all like to talk about subjects which interest
us. Do not, however, let this enthusiasm get the better of your
discretion, Above all, do not let strangers encourage you to talk on
service matters of any kind.

d. Ignorance, Very few people realise what is of interest to
foreign powers. Just remember that everything is of interest to them.,

VALUABLE INFORMATTION

11 TForeign powers will try to collect information on the following:
8 Our intentions and our plans.
b. Our strength in manpower and in materials.
¢. Our equipment and supplies.
de Our movements and disposition.
e. Our losses (in wartime) and men and material.
f. Our morale.
8. Our defences and our reserves.

12. Leakage of information on any of the subjects mentioned above may well
cause the alteration of the enemy's plans to his advantage.

REASONS FOR CENSORSHIP

13 Mail may be censored especiaglly if you are on active operations. The
reason mail is censored is to ensure that you do not, intentionally or other-
wise put in writing or in code, any information which is likely to be of
value to the enemy. All other information is treated as "confidential" by the
censor.

14, It is the duty of a censor to delay, and if necessary destroy, any

private communication which contravenes censorship regulations, and to delete

any statement therein without informing the sender. However, severe disciplinary
action (probably a court martial) may well result from breaches of security
regulations,

15, Never try to outsmart the censor by using "home-made codes"; you are
comnitting an even more serious offence by knowingly and deliberately trying
to convey information to someone you know is not entitled to receive it.

THE OFFICIAL SECRETS ACTS

16, It is important that all personnel should be aware of their responsibilities
not only with regard to the Official Secrets Acts but also with regard to the
Disclosure of Information. A Poster (RAF Form 520) relating to the Official
Secrets Acts is normally displayed throughout all RAF Stations. The regulations
state that:
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8o The Official Secretis Acts applies not only during sexrvice with
the Royal Air Force but also after such service has ended.

b, It is an offence under the Acts for any person to disclose to

an unauthorised person, any information which he has obtained or to
which he has access in the course of his duty and which might directly
or indirectly assist an enemy.

17 Unlawful disclosure includes oral disclosure, whether by conversation,
broadcast, talks, or lectures. It also includes any sort of written disclosure
such as in the press or in a book.

18, Every officer and airman is required to exercise strict care to avoid
disclosing any information relating to official matters to anyone outside
his unit, in such circumstances as to incur the risk of that information
being made public without Air Ministry Authority,.

19, An officer or airmen is forbidden to communicate any service information
which might directly or indirectly assist an enemy, to any person other than:

2o A person to whom he is authorised to communicate it.

be A person to whom it is, in the interests of the State, his duty
to communicate it.

20, An officer or airman is forbidden to publish in any form whatever, or
communicate either directly or indirectly to the press, any service informatiom,

or his views on any service subject, without special authority; he will be

held responsible for all statements contained in communications to his relatives
and friends which may subsequently be published in the press or otherwise; he

will not prejudge questions which are under the consideration of superior authority
by the publication, anonymously or otherwise, of his opinions, and he will not

take part, in public, in a discussion relating to orders, regulations, or instruc
tions issued by his superiors.

21, An officer or airman is forbidden, without authority from the Air Ministry,
to publish any book or article, whether purporting to be fiction or fact, which
in any way deals with Air Force, Naval, or Military subjects. A similar
prohibition extends to the delivery of lectures or the broadcasting of talks.

22, The procedure to be followed when permission is sought under paragraph 21
above, and relations with the press, are both to be found in Queen's Regulations.

CONCLUSION

23 This chapter applies to all personnel and units at home and overseas.
References to officers and airmen apply equally to officers and airwomen of
the WRAF.

24, Offences against security are offences against your families, your comrades,
and your country. In Security matters you cannot be too careful. It is up to
each one of us to play our part - at all times. One indiscreet word can lose a
battle: see to it you do not utter that word.
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